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Abstract—In this work we consider common randomness-aided
secure communications, where a limited common randomness
is available at the transmitters. Specifically, we focus on a
two-user interference channel with secrecy constraints and a
wiretap channel with a helper, in the presence of a limited
common randomness shared between the transmitters. For both
settings, we characterize the optimal secure sum degrees-of-
freedom (DoF) or secure DoF as a function of the DoF of
common randomness. The results reveal that the secure sum
DoF or secure DoF increases as the DoF of common randomness
increases, bridging the gap between the extreme DoF point
without common randomness and the other extreme DoF point
with unlimited common randomness. The proposed scheme is a
two-layer coding scheme, in which two sub-schemes are designed
in two layers respectively, i.e., at two different power levels,
utilizing common randomness in the first layer only. The role
of common randomness is to jam partial information signal at
the eavesdroppers, without causing interference at the legitimate
receivers. To prove the optimality of the proposed scheme, a new
converse is also derived in this work.

I. INTRODUCTION

Since Shannon’s seminal work “Communication Theory of
Secrecy Systems” in 1949 [1], information-theoretic secrecy
has been broadly studied in various communication channels,
such as wiretap channels [2]-[11], broadcast channels [12]-
[17], and other multiuser channels [12], [18]-[48]. In the pio-
neer work by Wyner in 1975 [2], the notion of secure capacity
was introduced via a wiretap channel, where a transmitter
seeks to send a message to the legitimate receiver reliably and
securely, in the presence of an eavesdropper. For the wiretap
channel, it is well known that the secrecy capacity is

C = max[I(v;y1) — I(v;y2)]

(see, e.g., [3]), where the maximum is computed over the
auxiliary variable v, the transmitted signal x and the received
signals y; and y, at the legitimate receiver and eavesdropper,
respectively, such that v — = — (y1,y2) forms a Markov
chain. This secure capacity can be interpreted as the difference
between the capacities of the legitimate channel and the eaves-
dropping channel, which implies that secrecy constraint incurs
a capacity penalty. This observation, i.e., secrecy constraint
incurs a capacity penalty, has also been revealed later in some
other channels (see, e.g., [12], [25], [27], [311, [33], [36]-[38]).

Recently the work in [49] showed an interesting observation
that, adding common randomness (CR) at the transmitters can
totally remove the penalty in degrees-of-freedom (DoF), as
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Fig. 1. One example of sharing common randomness in cellular networks,
where w. is the common randomness shared between the transmitters with
limited backhaul cable.

well as in generalized DoF (GDoF), incurred by the secrecy
constraints in some communication networks, where DoF is
a prelog factor of capacity at the high signal-to-noise ratio
(SNR) regime. For example, in a two-user interference channel
without secrecy constraints, the maximal sum DoF is 1. With
secrecy constraints, the maximal secure sum DoF of the two-
user interference channel is 2/3, which implies that 1/3 DoF
penalty is incurred due to the secrecy constraints. The work
in [49] showed that adding 1/2 DoF of common randomness
at the transmitters can achieve 1 secure sum DoF, in the two-
user interference channel. As we can see, adding a sufficient
amount of common randomness at the transmitters can totally
remove the DoF penalty incurred by the secrecy constraints.

This work generalizes the CR-aided secure communications
studied in [49], by focusing on the settings with limited
common randomness. In the communication systems, sharing
common randomness between the transmitters might incur a
consumption in resource that is usually limited. For example,
in the cellular network, the base stations can share the common
randomness with backhaul cable but the rate of backhaul cable
is usually limited (see Fig. 1). Given the above motivation, in
this work we consider a two-user interference channel with
secrecy constraints and a wiretap channel with a helper, in the
presence of a limited common randomness.

For the two settings considered here with a limited DoF of
common randomness, we characterize the optimal secure sum
DoF or secure DoF. Specifically, for the two-user interference
channel with secrecy constraints, we show that the optimal se-

. . 2min{d.,1/2}+2 .
cure sum DoF is characterized as =————5~~—, where d_ is
the DoF of common randomness available at the transmitters.
This result reveals that the DoF penalty incurred by the secrecy
constraints, i.e., 1 — w, decreases as the DoF of
common randomness increases, and the DoF penalty is totally
removed when the DoF of common randomness reaches the
value of 1/2, matching the result in [49] at a specific point
of d. = 1/2. Similar conclusion is also derived in the wiretap
channel with a helper and with a limited common randomness.

In this work, the proposed scheme is a two-layer coding



scheme, in which two sub-schemes are designed respectively
in two layers, i.e., at two different power levels. Specifi-
cally, the sub-scheme in the first layer is designed by using
min{d.,1/2} DoF of common randomness. For the sub-
scheme in the second layer, however, it is designed without
using common randomness. The role of the limited com-
mon randomness is to jam partial information signal at the
eavesdroppers, without causing interference at the legitimate
receivers. To prove the optimality of the proposed scheme, a
new converse is also derived in this work.

In this work, system models are detailed in Section II, and
the results are presented in Section III. The converse proofs
are provided in Sections VI and VII, while the achievability
proofs are provided in Sections IV and V. The conclusion
is drawn in Section VIIL In this work, H(e), h(e) and I(e)
denote the entropy, differential entropy and mutual informa-
tion, respectively. Z and R denote the sets of integers and
real numbers, respectively. The notation of f(a) = o(g(a)) is
defined such that lim, . f(a)/g(a) = 0.

II. THE SYSTEM MODELS

We consider a two-user interference channel with secrecy
constraints and a wiretap channel with a helper (see Fig. 2).
The two settings have a common channel input-output rela-
tionship

y1(t) = VPhia1 (t) + VPhiowa(t) + 21(t) 1)
y2(t) = VPhora1(t) + VPhaows(t) + 2(t) 2)

fort =1,2,3, - ,n, where x(¢) is the transmitted signal of
transmitter k at time ¢, with a normalized power constraint
Elxi(t)|* < 1; yr(t) represents the received signal of re-
ceiver k; 2z (¢) ~ N (0, 1) is the additive white Gaussian noise;
and hy, represents the channel coefficient between receiver k
and transmitter ¢, for k,¢ € {1,2}. It is assumed that the
channel coefficients {hy¢}x ¢ are drawn independently and
identically from a continuous distribution, and the absolute
value of each channel coefficient is bounded between a finite
maximum value and a nonzero minimum value. All the
channel coefficients are assumed to be perfectly known to
all the nodes. The two settings considered here are slightly
different. More details of the two settings are provided in the
following subsections.

A. Interference channel with secrecy constraints (IC-SC)

In the interference channel, a confidential message wy is
sent from transmitter ¢ to receiver £, where wy is independently

and uniformly chosen from a set W, 2{1,2,--- , 2"} for
¢ € {1,2}. At transmitter ¢, a function
fz Wy x W, X Wz’p —R" (3)

is used to map w, € W to the signal z} = fy(we, we, we,p) €
R™, where w. € W, denotes the common randomness that
is available at both transmitters but not at the receivers,
and wy, € W, represents the private randomness that is
available at transmitter ¢ only, for ¢ € {1,2}. We assume
that the common randomness w,. is uniformly and inde-
pendently chosen from a set W, 2{1,2,---,2"%} In our
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Fig. 2. Two settings with common randomness: IC-SC and WTH.

setting, w1, Wa, W1 p, W2, and w, are assumed to be mutually
independent. The rate tuple (R (P), Ro(P), R.(P)) is said to
be achievable if there exists a sequence of n-length codes such
that each receiver can decode its desired message reliably, i.e.,
Pr[uy, # wi] < €, Vk € {1,2} for any € > 0, satisfying the
weak secrecy constraints

L(wy;yy) <ne and T(we;yr) < ne (€))
as n goes large. The secure capacity region C'(P) is the collec-
tion of all the achievable rate tuples (R1(P), R2(P), Rc(P)).
The secure DoF region D is defined as

,Zjé {(dlad27dc) : H(Rl(P)aR2(P)>Rc(P)) € C(P)
R,

P P
st. do= lim 7 (P) Ri(P) Vke{1,2}}.
P—oo 5 log P P

di =

P—oo

1
2

For a given d. € [0,00), the secure DoF region D(d.) is
defined as

D(dp) é{(dl, dg) : E'(dl, dg,dc) € @}

For a given d. € [0,00), the maximal (optimal) secure sum
DoF is then defined as
d:um(dc) é

max d1 + dg .

dy,d2:(d1,d2)€D(d.)

B. The wiretap channel with a helper (WTH)

In the wiretap channel with a helper, a confidential message
wj 1s sent from transmitter 1 to receiver 1. In this setting
transmitter 2 will not send any message and will act as a helper
(wy is treated as an empty term). At transmitter 1, the mapping
function f; is similar as that in the interference channel (see
(3)). At transmitter 2 (helper), a function

f2 : WC X Wg’p — R"

is used to generate the signal z5 = fo(we,wap) € R,
where w, € W, is the common randomness available at
both transmitters, and wy, € Wh, is the private random-
ness available at transmitter 2 only. As before, we assume
that w. is uniformly and independently chosen from a set
W, = {1,2,--- 2"} and w1, W1 p, Wop and w, are mu-
tually independent. A rate pair (R;(P), R.(P)) is said to be
achievable if there exists a sequence of m-length codes such
that receiver 1 can decode its desired message w; reliably,
satisfying the weak secrecy constraint I(wq; %) < ne, for any
€ > 0, as n goes large. The secure capacity region C'(P) is the
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Fig. 3. d,, vs de, for the interference channel with common randomness.
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Fig. 4. d* vs d., for wiretap channel with a helper and common randomness.

collection of all achievable secure rate pairs (R1(P), R.(P)).
A secure DoF region is defined as

D2{(d,d.) : 3(Ri(P), Re(P)) € C(P),

ot do= tim FeP) g gy, FalP) 3
P—oo 5 log P P—oo 5 log P

=

d=

For a given d. € [0,00), the maximal (optimal) secure DoF
is defined as

d*(d.) 2 ax d.
d:(d,d.)€D

III. THE MAIN RESULTS

The main contribution of this work is the characterization
of the optimal secure sum DoF and optimal secure DoF for
the IC-SC and WTH settings, respectively.

Theorem 1 (IC-SC). Considering the IC-SC setting defined
in Section II-A, for almost all realizations of the channel
coefficients, the optimal secure sum DoF is characterized by

2 -min{d,,1/2} + 2
R me

d. € [0,00).

Proof. The converse is provided in Section VI. The achiev-
ability is a two-layer coding scheme, in which two sub-
schemes are designed respectively in two layers. The scheme
is provided in Section IV. O

Remark 1. The result in Theorem 1 matches the existing
result of d,,, = 2/3 without common randomness (i.e., when
d. = 0, c¢f [33]), and the result of d,, = 1 with full
common randomness (i.e., when d. = 1/2, cf. [49]). It can
be seen that, without common randomness there is a 1/3 DoF
penalty incurred by the secrecy constraints. Theorem I reveals
that, the DoF penalty incurred by the secrecy constraints
decreases as the DoF of common randomness increases, when
d. € [0,1/2]. As shown in Fig. 3, the optimal secure sum DoF
curve characterized in Theorem 1 bridges the two extreme DoF
points with no common randomness and with full common
randomness.

Theorem 2 (WTH). Considering the WTH setting defined
in Section II-B, for almost all the realizations of channel
coefficients, the optimal secure DoF is characterized by

min{d.,1} +1

d*(dC) = 2 ’

for d. €0,00).
Proof. See Sections V and VII for the proofs. The achievabil-
ity is also a two-layer coding scheme. O

Remark 2. The result in Theorem 2 matches the existing
result of d* = 1/2 without common randomness (i.e., when
d. = 0, ¢f [33]), and the result of d* = 1 with full
common randomness (i.e., when d. = 1, cf. [49]). It can be
seen that, without common randomness there is a 1/2 DoF
penalty incurred by the secrecy constraint. Theorem 2 reveals
that, the DoF penalty incurred by the secrecy constraint
decreases as the DoF of common randomness increases, when
d. € [0,1]. As shown in Fig. 4, the optimal secure DoF curve
characterized in Theorem 2 bridges the two extreme DoF
points with no common randomness and with full common
randomness.

IV. ACHIEVABILITY FOR INTERFERENCE CHANNEL

This section provides the achievability proof of Theorem 1,
for the IC-SC setting defined in Section II-A. The proposed
scheme is a two-layer coding scheme, in which two sub-
schemes are designed respectively in two layers, i.e., at two
different power levels. Specifically, the sub-scheme in the first
layer is designed by using min{d.,1/2} DoF of common
randomness. For the sub-scheme in the second layer, however,
it is designed by using private randomness only, without using
common randomness.

This proposed scheme is the extension of the coding scheme
proposed in [49] that is able to remove the penalty in DoF,
as well as GDoF, incurred by the secrecy constraints in some
communication networks. In a two-user interference channel
with secrecy constraints, the scheme proposed in [49] is
able to achieve 1 secure sum DoF by using 1/2 DoF of
common randomness. Note that, without secrecy constraints,
the maximal sum DoF is also 1 for the two user interference
channel. In this work we will generalize the scheme in [49]
to achieve the optimal secure sum DoF d,,, = MCTH with
d. DoF of common randomness for d. € [0,1/2]. Since the
maximal sum DoF dZ,, = 1 is achievable by using d. = 1/2
DoF of common randomness, without loss of generality we
will consider the case of d. € [0,1/2] in this achievability
proof. Before describing the proposed scheme, let us revisit
the coding scheme proposed in [49] with full DoF of common
randomness (d. = 1/2) for achieving full secure sum DoF
(d%, = 1) in the interference channel.

sum
A. Coding scheme with full common randomness (cf. [49])

In a two-user interference channel with secrecy constraints,
if d. = 1/2 DoF of common randomness is available at the



transmitters, then the transmitters can send the signals in the
following forms (removing the time index for simplicity)

haohi2 — hi2hay "
hi1has — hishat
hi1ho1 — h21h12u.
hashi1 — horhia

&)

xr1 =€v1 +¢

(6)

XTo =€Vy + €

where ¢ is a finite constant to regularize the power of the
transmitted signals, and u. is the common randomness. The
signals vy and vy carry the messages of transmitters 1 and
2, respectively. The random variables u., v; and vy, are
independently and uniformly drawn from a pulse amplitude
modulation (PAM) set

¥ 1/2—¢
vla”?,uceg(gzav Q:P 2 ) (7)
where the parameter € > 0 can be made arbitrarily small, and

~ is a finite constant that is used to regularize the power of
the signal, for

Q(fa Q) é{ga ac [_Qa Q] N Z}

In this scheme, since H(vg) = %bgp + o(log P), it
implies that the signal vy carries 1/2 DoF for k € {1,2}.
At the receivers, the received signals then take the following
forms

y1 = eV Ph11v1 + eV Phia (v2 + u.) +21 ®)
——
aligned
Yo = eV Phagvy + eV Phay (v1 + ) +22. )
——

aligned

The role of the common randomness .. is to jam the informa-
tion signal at the eavesdroppers, without causing interference
at the legitimate receivers. With a careful design in the signal
directions as in (5) and (6), the common randomness . jointly
sent from both transmitters can jam the information signal
vy at receiver 1 (the corresponding eavesdropper) and also
jam the information signal v; at receiver 2, without causing
interference.

For this coding scheme with full DoF of common random-
ness, i.e., with d. = 1/2, it can be proved that the secure
rates Ry = I(vg; yr) — I(vk; yjlv;) > 1/22_6 log P + o(log P)
for k # j, k,j € {1,2}, and the optimal secure sum DoF
di., = 1, are achievable for almost all the realizations of

sum

channel coefficients (cf. [49]).

B. Proposed coding scheme with limited common randomness

The proposed scheme is the extension of the coding scheme
proposed in [49]. Specifically, when d. € [0,1/2], the
proposed scheme will achieve the optimal secure sum DoF
dim = % by using d. DoF of common randomness
and some private randomness. In this scheme, the signals

Tx1 Rx1

Tx2 p------------- Rx2

Fig. 5. Illustration of the coding scheme with limited common randomness,
by using two-layer coding design.

transmitted by the two transmitters take the following forms
(without time index)

hashi2 — higho1 "
hithas — hishor ¢

signals in Layer 1

h
+eVP2dey; g eV P—2dch—12 UL
11

r1=¢€evi1+e€

(10)

signals in Layer 2
hi1ha1 — haihio "
— T e
h22h11 - h21h12

signals in Layer 1

e h
+ € P72dc’l)272 + e P72d6h721
22

To =ev21 + €

Y

T U2,p

signals in Layer 2

where ¢ is a finite constant for regularizing the signal power;
U, is the common randomness; 1y, is a private randomness
available at transmitter £ only; and vy and vy are two
signals carrying the message of transmitters k, for k = 1, 2. As
shown in (10) and (11), at transmitter k the signals v, 1 and u.
are transmitted at a higher power level, while the signals vy, o
and uy, , are transmitted at a lower power level. In this scheme,
the random variables u., 11 p, U2 p, V1,1, V1,2, V2,1 and vy 9 are
independently (cross symbols and times) and uniformly drawn
from their corresponding PAM constellation sets, such as

kst € Q€ = %, Q=r") (12)
y %(172dc)—5
'Uk,Q,UkJ) S Q(f = @, Q =P 2 ) (13)

for £ = 1,2, where ¢ > 0 can be set arbitrarily small, and
v is a finite constant. Based on the above coding design, the
received signals are expressed as

Y1 :5\/ﬁhllvl,1 + 8\/13}112(’02,1 + ue)

signals in Layer 1




+eVPI=2dehy vy 5 + eV PL1=2de hyg(vg 0 + U1 p)

higoh
+ eV Ppi-2de 71; gy + 21
22

y2 =&V Phasva 1 + eV Pho1(vi1 + ue)
signals in Layer 1

+ eV P1_2d°h221)272 + eV P1_2dch21(11172 + UQ,p)—F
horh

eV pl-2d. 725 2y p + 2.
11

(14)

(15)

As we can see in Fig. 5, the signals sent with higher power
arrive at the receivers at a higher power level, while the signals
sent with lower power arrive at the receivers at a lower power
level. Since the DoF of common randomness is limited, we
use the common randomness u. to jam partial information
signals (vq,; and vy 1) at the eavesdroppers, in Layer 1 only.
In Layer 2, we use private randomness u;, and ug, to
jam the rest of the information signals (v 2 and vy 2) at the
eavesdroppers. In this scheme, the common randomness will
not generate interference at the receivers, while the private
randomness will generate interference at the receivers.

1) Rate analysis: Let us now analyze the secure rate of
the proposed two-layer coding scheme. Before analyzing the
secure rate of the scheme, let us first discuss the codebook
generation and signal mapping of the scheme.

For transmitter k, kK = 1,2, it generates a codebook as

B é{v,’;(wk,w;) swg € {1,2,--- ,Z”R"‘},

wp € {12, 2" (16)

which includes a set of codewords v; with labels. The
elements of the codewords are independently and identically
generated by using a particular distribution. Specifically, the
elements of the codewords are independently and identically
generated based on the following structure

Vi (t) = v (1) + VP 2wy (1) (17)

where vy (t) denotes the ¢th element of v}, and vy 1(¢) and
vg,2(t) are generated based on (12) and (13). Once a new
codeword v is generated, it will be labeled with a new value
of (wy,w},). In the expression of (16), wy, is the confidential
message and wj, is a private randomness available at trans-
mitter k& only. The private randomness wy;, is used to protect
the confidential message, and is uniformly distributed over
{1,2,---, 2”’%}. Ry, and R, represent the rates of wy, and wy,,
respectively. To send the message wy, transmitter k£ chooses a
codeword v}’ randomly from a sub-codebook By (wy,) defined
by
By, (wi) 2{vf (wy, w)) : w) € {1,2,--- 27}

for k € {1,2}. Then, the selected codeword v}’ is mapped

to the channel inputs {zj(t)}}_,; based on the following
relationship

hyihies — P hji.
hkkhjj—hkjhjk
for t € {1,2,---,n} and k,j5 € {1,2},7 # k, where
vg(t) denotes the tth element of vj}. The randomness wu.(t)

xp(t)=cvg(t)+e U (t)+ev P_2dc%uk7p(t)
kk

and uy ,(t) are independently generated based on (12) and
(13). As a result, the channel inputs take the forms as in
(10) and (11). In the proposed scheme, {u.(t)}: refer to
the common randomness available at both transmitters, while
wy, and {uy p(t)}; refer to the private randomness available
at transmitter k& only. In our setting, wj, wh, {u1p(t)}e
{uga,p(t)}+ and {u.(t)}, are mutually independent.
Let us set the rates Ry and R}, appeared in (16) as

(18)
19)

Rie £1(vk; yi) — L(vks yelve) — €

;céI(UkQ Yelve) — €

for some € > 0, and ¢,k € {1,2},¢ # k. With our codebook
design and signal mapping, the result of [36, Theorem 2] (or
[12, Theorem 2]) reveals that the rate pair (R, R2) defined
in (18) is achievable under the secrecy constraints (cf. (4)). In
the following we will derive the low bound of R; expressed
in (18), as the lower bound of Rs can be easily derived due to
the symmetry. At first, we have a bound on I(vy;y;) appeared
in (18), given as

L(vi;91)
>I(v1;01,1,01,2)
=H(v1) — H(v1]01,1,01,2)
>H(vi) — (14 Pr[{v1,1 # 01,1} U {v1,2 # 912}] - H(v1))

(20)

2D

1+4d. €
:(1 — PI‘[{ULl 75 131,1} U {ULQ 7’5 @172}]) . % IOgP
+ o(log P) (22)

where ©¥1; and ©12 denote the estimates of v;; and v; 2
respectively from yi, and Pr[{vi1 # 911} U {v12 # 01,2}
denotes the error probability of this estimation; recall that
v1 = v11 + VP 2y 5 (see (17)); the step in (20) follows
from the Markov chain v; — y1 — {011, 01,2}; and the step
in (21) stems from Fano’s inequality. The step in (22) follows
from the following derivations

H(v1) = H(vy1) + H(v1,2)

—log(2- P*7" +1) +1log(2- P

= M# log P + o(log P)

(1—2dc)/3—¢
2

+1)

de

where v;; € Q(€ = %, Q=P 5 )and v15 € Q¢ =

55 Q= P77 (see (12) and (13)). Note that vy 1 and
v1,2 can be reconstructed from vy, and vice versa, given that
v1 =11+ V P2y 5. To get a desired bound on I(v1;y1),
a result on the error probability is provided below.

Lemma 1. Given the signal design in (10)-(17), and for almost
all realizations of channel coefficients, the error probability of
decoding {vi 1, vi,2} from yy, is vanishing when P goes large,
for k=1,2, ie.,

Pri{vis # Ok1} U{vko # Ok2}] =0 as P — oo, (23)

Proof. See Appendix A. The proof is based on successive
decoding. O



By incorporating the result of Lemma 1 into (22), it gives
a lower bound on I(vy;y;), given as
1+d.)/3—-2
%/6 log P + o(log P)
for almost all realizations of channel coefficients. Let us now
focus on bounding the term I(v1;ysz|ve) in (18), which can

be treated as a rate penalty. The following lemma provides a
result on bounding this penalty.

I(vi;91) = (24)

Lemma 2. Given the signal design in (10)-(17), it holds true
that

L(v1;y2|v2) < o(log P). (25)
Proof. See Appendix B. O

Based on the results of (24) and (25), it reveals that the
achievable secure rate R; expressed in (18) is lower bounded
by
W log P + o(log P)
for almost all realizations of channel coefficients. Due to the
symmetry, the achievable secure rate Ry expressed in (18) is
also lower bounded by Ry > UHl3=2¢ 160 p 4 o(log P).
Therefore, the proposed scheme achieves the secure sum DoF
dy +dy = 2(1+d.)/3 for almost all realizations of channel
coefficients.

Recall that, in the proposed scheme the common random-
ness u. is independently and uniformly drawn from the PAM

constellation set such as u. € Q(§ = &, Q = P ). In this

case we have H(u) = log(2 - P + 1) = de—log P +
o(log P), which implies that the amount of DoF of the
common randomness used in the proposed scheme is d. when
e — 0.

Ry > (26)

V. ACHIEVABILITY FOR WIRETAP CHANNEL WITH A
HELPER

This section provides the achievability proof of Theorem 2,
for the wiretap channel with a helper defined in Section II-B.
The proposed scheme is also a two-layer coding scheme,
which is similar to the scheme described in the previous
section. Considering the case of d. € [0,1], the proposed
scheme will be shown to achieve the optimal secure DoF
d* = % by using d. DoF of common randomness and
some private randomness. In order to avoid the repetition, we
will just provide the highlights of the scheme.

For the scheme proposed for the wiretap channel with a
helper, the signals transmitted by the two transmitters take the
following forms (without time index)

c h12h21
h11h22 - h12h21

signals in Layer 1

. hi1hoy
h22h11 - h21h12

signal in Layer 1

1
T =€vi1 — Ue + € Pp—de V1,2 27
h21

signal in Layer 2

1
T Ue + VPl —uy (28)
hao

signal in Layer 2

where ¢ is a finite constant for regularizing the signal power;
U is the common randomness; uy , is a private randomness

available at transmitter 2 only; and v;; and vy are two
signals carrying the message of transmitters 1. As shown
in (27) and (28), the signals vy ; and u. are transmitted
at a higher power level, while the signals vy and wusg,,
are transmitted at a lower power level. In this scheme, the
random variables u., u2,, v1,1 and vy 2 are independently
(cross symbols and times) and uniformly drawn from their
corresponding PAM constellation sets, such as

Vi, ue € Q6 = %7 Q=P (29)
(1—de)/2—¢
V1,2, U2p € Q¢ = 222, Q=P ) (30)

where ¢ > (0 can be set arbitrarily small, and v is a finite
constant. Based on the above coding design, the received
signals are expressed as

h h
Y1 =€V Phllvl,l 4+ eV Pl-de hu V1,2F+EV pl-dc h12 U2,p 21
—_———

21 22

signal in Layer 1 . R
signals in Layer 2

(3D
Yoz = 5\/Fh21(’0171 + UC) +eV Pl_dC (1)172 =+ ’U,va) +2z9.
signal in Layer 1 signal in Layer 2
(32)

As we can see in (31) and (32), the signals sent with higher
power arrive at the receivers at a higher power level, while the
signals sent with lower power arrive at the receivers at a lower
power level. Since the DoF of common randomness is limited,
we use the common randomness u. to jam the information
signal vy 1 at the eavesdropper, in Layer 1. In Layer 2, we use
private randomness uy, to jam the rest of the information
signal (i.e., vy 2) at the eavesdropper. In this scheme, the
common randomness will not generate interference at the
legitimate receiver, while the private randomness will generate
interference at the legitimate receiver.

By following the rate analysis in the previous section
(cf. (16)-(26)), one can show that the proposed scheme

achieves the secure rate R; that is bounded by R; >

detl o o
25 *Jog P + o(log P), for almost all the realizations of

channel coefficients. The analysis is also based on successive
decoding (cf. Lemma 1). Note that the wiretap channel with a
helper can be considered as a specific case of the IC-SC setting
by removing the message of the second transmitter. Therefore,
the results in (18) and (19), as well as the analysis provided for
the IC-SC setting, can be extended to this WTH setting. Thus,
it implies that the optimal secure DoF d* = % is achievable
for almost all the realizations of channel coefficients, by using

d. € [0, 1] DoF of common randomness.

VI. CONVERSE FOR THE INTERFERENCE CHANNEL

For the Gaussian interference channel defined in Sec-
tion II-A, we provide an upper bound on the secure sum DoF,
which is stated in the following lemma. The result of this
lemma serves as the converse of Theorem 1.



Lemma 3. For the two-user Gaussian interference channel
defined in Section II-A, the following bound holds true

2d. + 2
dy +dy < min{l, 3+ } (33)
In the following we will first prove
2d1 + dy <d.+1 (34)
2do +dy <d.+1 (35)
which will produce the desired bound d; + do < M‘T” Later

on we will prove the other bound
di+dy <1
which will complete the proof for Lemma 3. Let us define that
ser(t) 2 VPhyai(t) + zo(t) (36)
T (t) &V Pai(t) + 21(t) (37)

for k,£ € {1,2},k # £, where Z;(t) ~ N(0,1) is a virtual
noise that is independent of the other noise and transmitted
signals 27 and x%. Let s, £{sex(t)}7; and 7 {71 (1) }7;.

A. Proof of bounds (34) and (35)

Beginning with Fano’s inequality, the rate of user 1 is
bounded as

nly —neyy

<I(w1;y7) (38)
<H(wi;yy') — (wi;y3) + ne (39)
<I(wi; 97, 275 Ty, Ya , we) — L(wi;95) + ne (40)
=I(w1; 91, 27, T3, welys) + ne
= l(wr;welyy ) +Hwis v, 27, 25 |ys , we) + ne

- 7

<nR.

<nRc+I(wi;yy, T, T5|ys , we) + ne (41)
=nR. +h(y’, ¥1, T3 |y3 , we) —h(yT, 7, T3 |y3 , w1, we) +ne
=nR. +h(Z}, 25|we) + h(y1', y3 |27, 25, we) — h(yz|we)

—h(yy, 27, T3 |y, w1, we) + ne
<nR.+ h(Z{|we) + h(Z3|we) +h(y?, y7 |27, T3, we)

= h(yz|we) — h(yy', 1, 25 [y5, w1, we) + ne (42)
where (38) results from Fano’s inequality, with

lim,, 00 €1, = 0; (39) follows from the secrecy constraint;
(40) stems from the fact that adding information does not
decrease the mutual information; (41) holds true because
T(wy; welyy) < H(we) = nRe; (42) uses chain rule and the
fact that conditioning reduces differential entropy. We also
have another bound on the rate of user 1 as

nRy < I(wi;y7') + nern

< w3yt we) + nery (43)
= I(w1; yT'|we) + nern (44)
= h(y'lwe) — h(y? w1, we) + neryn
h(yt'lwe) = h(yy' |2t wi, we) + nexy (45)
= h(yﬂwC) - h(s?2|x7f, wi, wC) + nerp (46)
(y1'lwe) — h(sTa|we) + nern (47)

where (43) uses the fact that adding information does not
decrease the mutual information; (44) stems from the indepen-
dence between w. and wy; (45) uses the fact that conditioning
reduces differential entropy; (46) results from the fact that
y1(t) = VPhyiz1(t) + s12(t); (47) follows from the Markov
chain of {27, w;} — w. — st In a similar way, we have

nRy <h(y3|w.) — h(sh; |we) + nea . (48)
With the results of (42), (47) and (48), we have
2nRy +nRy — nR; — 2ney p, — neg,y, — ne
<h(Z7|we) — h(sy [we) + h(F5 [we) — h(sty|we) +h(yTwe)
+h(yr, 5|27, 25, we) — h(yr, 5?7 Ty lyy, wi,we)  (49)
§§lg(1+|h ‘2) log(1+|h |2)
+ glog(l + P|h11|* + Plhi2?)
+ 5 log (L + [ + [hal?)
5 108(1+ sl + hon?) (50)
:glogP+n -o(log P) (51)

where (49) stems from the results of (42), (47) and (48); and
(50) follows from Lemma 4. At this point, by dividing each
side of (51) with %log P, and setting n — co, P — oo and
e — 0, it then gives the bound in (34). By interchanging the
roles of user 1 and user 2, the bound in (35) can be proved in
a similar way. The lemma used in the proof is provided below.

Lemma 4. It holds true that

n 1
h(Z}|we) —h(sy; |we) < log( W) (52)
n n 1
h(#5]we) = hlszlwe) <5 log (1 + 1;75) (53)
n
h(yy', yz|2T, T3, we) < b) IOg(2W€(1 + |h11[* + |haz| ))

+§ log (2me (1+|hao|®+|ha1|?))

(54)
h(yf'lwe) < 10g(27T€(1+P|h11| +Plhi2[?))
(55)

n ~n msn n 3”
h(y?', 27, 25 |yz, w1, we) 27 log(2me). (56)
Proof. See Appendix C. O

B. Proof of the bound dy + ds < 1
Beginning with Fano’s inequality, the sum rate can be
bounded as
nR; +nRy
<Hwy;y1') + Lwa; y3) + nen
Hwisyt, vy, 25) + Wy y3) + nen
=Hws; o7, yg'|25) + 1253 95) + nen
=L(wi; 5 |23) + 1(25;y3) + L w1 y1'lys, 25) + ney,
L(w1, 255 y5)

<% log P+no(log P)

(57)
(58)

+I(w17 250 ‘y27x2) +nen

<no(log P)



gﬁ log P + no(log P) + ne,, (59)

where (57) follows from the Markov chain of wy — =5 — y3
and the fact that adding information does not decrease the
mutual information; (58) uses chain rule and the independence
between w; and x7%; (59) follows from the derivations that
I(wy,25;95) < h(yy) — h(23) < 5 log P + no(log P) and
that T(ws; y7 |yg, a8) = Lwis; {z1(8) = 12 22 (8) iy yb, ah) <
no(log P). By dividing each side of (59) with % log P, and
setting n — oo and P — oo, then the bound d; +dy < 1 is
proved. At this point we complete the proof of Lemma 3.

VII. CONVERSE FOR THE WIRETAP CHANNEL

For the Gaussian wiretap channel with a helper defined in
Section II-B, we provide an upper bound on the secure DoF,
which is stated in the following lemma. The result of this
lemma serves as the converse of Theorem 2.

Lemma 5. For the WTH setting defined in Section II-B, the
following bound holds true

de+1
7 )

In what follows, we will prove Lemma 5. At first we will
prove

d< rnin{l7 (60)

de+1
d< + . 61)
Later on we will prove the other bound

d<1 (62)

which will complete the proof for Lemma 5.

A. Proof of bound (61)

In the proof we will use the same definitions of s (¢) and
Zr(t) as in (36) and (37). Beginning with Fano’s inequality,
we have the following bound on the secure rate
nRy — neyy
L(wi;97)

Lw13y1) — I(wis y3) + ne
Hwysyy', 37, 25, y35 we) — Lwis yg) + ne

Lwys welyy) +1(wis y7', 7, 5 |yy , we) + ne
—_——

(63)

IA A IA

<nR.

S~ =N

Sch + I(wl; yl 7$1 9 {172 |y§la wc) + ne (64)

=nR. + h(f?, 52 |wc) + h(y?a ygﬁ?a erLa ’LUC) - h(yg|wc)
- h(y?7 j?) 533|y§, wy, wc) + ne
<nR. + h(Z}|we) +h(Z5 |we) +h(yy, v3 |27, 25, we)

SN SN

—h(Sgﬂ’LUC) _h(y17x1ax2‘ynglvwc) + ne (65)

where (63) results from the secrecy constraint; (41) follows
from the result that I(wy; w|yy) < H(w.) = nR.; (65) holds
true because h(y%|w.) > h(yy|zh,w.) = h(sh|ah, w.) =
h(s%|w.), due to the equality of yo(t) = v/ Phaoxo(t)+s21 (1)
and the Markov chain of x5 — w. — s3;.

For the secure rate, we also have another bound given as

nRy <I(wi;y}) + nery,

(
< I(wi; we, yy') + nern
=

wi; Yy [we) 4 ner (66)
< Izt 7 fwe) + nery (67)
= h(yy'lwe) — h(sTy|zT, we) + ney (68)
= h(yﬁwc) - h(3?2|wc) + nern (69)

where (66) results from the independence between wy and w.;
(67) follows from the Markov chain of wy — {we, 21} — ¥y
(68) uses the fact that yy(t) = vV Phyiz1(t) + s12(t); (69) is
true because =7 — w. — s, forms a Markov chain.

By merging the results of (65) and (69) together, it produces
the following bound

2nRy — nR. — 2ney , — ne
<h(@Y[we) — h(s3 |we)+h(z
+h(yy's yo |27, 25, we)

5 we) —h(sTs|we) +h(yiwe)
—h(yy, 27, 23 |yg, w1, we).  (70)
At this point, by using the result of Lemma 4 (see Section VI)

that is also true for this WTH setting, the bound in (70) can
be further bounded as

2R — nR,. +2€1n—

log(l + log(l +

1
Tl
+ 510g(1 + P|h11]? + Plhaa| )

|h |2)

n
t3 log (1 + [h11[* + |h12]?)

n
+ 5 log(1+ [hoaf* + [han[?)
:glogP+n~o(logP) (71)

Finally, by dividing each side of (71) with 5 log P, and setting
n — 00, P — oo and ¢ — 0, it then gives the desired bound
of d < detL,

B. Proof of bound (62)

Beginning with Fano’s inequality, the rate is bounded as

niy <I(w1; y?) + ne,
<H(w1; 97, 25, we) + ney

(72)
:I(wﬁ ym%l, wc) + ney, (73)
<h({VPhyz1(t) + 2. (t)}7—;) — h(zD) + ne,  (74)

g% log(2me(1 + Plhi1[2)) — 510g(27re) F e, (75)

:g log P + n - o(log P) (76)
where (72) follows from the fact that adding information does
not decrease the mutual information; (73) uses chain rule and
the independence between w; and (x5, w,); (74) uses the fact
that conditioning reduces the differential entropy; (75) follows
from the fact that Gaussian input maximizes the differential
entropy. The result in (76) reveals that the bound d < 1 is
true, which completes the proof of Lemma 5.



VIII. CONCLUSION

This work considered a two-user interference channel with
secrecy constraints and a wiretap channel with a helper,
both with a limited common randomness at the transmitters.
This work shows that, the common randomness is helpful
in increasing the secure sum DoF or secure DoF, even the
common randomness is limited. When the DoF of common
randomness is increased to a certain value, the secure sum
DoF or secure DoF can be increased to the maximum value
as if no secrecy constraints are imposed. The two-layer coding
scheme proposed in this work achieves the optimal secure sum
DoF or secure DoF by utilizing limited common randomness.

APPENDIX A
PROOF OF LEMMA 1

In this section we will prove Lemma 1. Specifically we
will prove that, given the the signal design in (10)-(17) and
for almost all realizations of channel coefficients, the error
probability of decoding {vg, 1, vk 2} from yy, is vanishing when
P goes large, i.e.,

PI’[{’U}CJ 7é @k:,l} U {’Uk72 7& ’(A)kﬁg}] —0 as

for K = 1,2, where 95,1 and 03 > denote the estimates of
vg,1 and vy o respectively from y, and Pr[{vi1 # 011} U
{v1,2 # 01,2}] denotes the error probability of this estimation.
The estimation is based on successive decoding. Due to the
symmetry, we will focus on the proof for the case with k£ = 1.
Recall that y; is expressed as

Y1 ZE\/FhHULl + 8\/]3}112(1}2,1 + uc)

signals in Layer 1

+ eV PliZdChlllULQ + eV P172dch12(v2,2 + Ul,p)
hish

+ e /Pl—QdC%uQ’p + 2
22

(see (14)).

In the first step, we estimate the signals vy ; and (va 1 +u.)
in the first layer by treating the signals in the second layer as
noise. Recall that

P — o0

(77)

de—c
V11,021, Ue € Q(§ = > Q=P 2 ) (78)
P
v 17??4C .
V1,2,02,2, U1,p, U2,p € Q(f = 12a Q=P 2 )
2P
(79)
which imply that
ot e € QE= —)—, Q=2P ) (80)
P =
~ 1-2do _,
V22 +’LL11p S Q(g = T=3d. Q =2P 2 ) (81)
2P

For the observation y; expressed in (77), it can be transformed
into the following form

Y1 =y1/(eV P1=2k)
=V P2d0h111}1,1 + Vv PQdCth(UZl + Uc) +g9+ Zi

dete dete /
:’yp 2 h11q1 +’YP 2 h12112+9+21 (82)

de—e
7(1}2,1 +uc)a Qmaxéf)T

2 221 /(eV P1-2de)
hiahay
haa

g éhnvl,z + hia(va,2 +urp) + U, p-

Based on our definitions, it is true that ¢ € Z N
[—Qmax, @max] and g2 € ZN[—2Qmax, 2Qmax]- The notation
g can be considered as a signal in the second layer, which is
bounded. Specifically, based on (78)-(81), it is true that

|v1,2] <v/2
[ug,p| <v/2

lva,o + ut p| <7y (83)

which imply that there exists a finite constant gmax such that

|g| ngaw

For the observation yj expressed in (82), we will show that

¢1 and ¢o can be decoded from y{ by treating ¢ as noise, with

vanishing error probability as P goes large. To do that, let us

define the minimum distance of the constellation for the signal

VP hiigr + 7P 5 hiago, which is defined by

dmin 2 min P o
q1,91,€ZN[— Qmax,Qmax]

q2 )q; ezm[szmax ;2Qmax]
(q1,92)7#(41,95)

hi1(gr — ¢1) + haa(g2 — ¢5)|-

(84)

For the minimum distance d,,;, defined in (84), a result on
the lower bound is provided in the following lemma.

Lemma 6. Consider the minimum distance d,;, defined in
(84). For almost all realizations of channel coefficients, and
Sfor any small enough ¢’ > 0, there exists a positive constant
k' such that

dmin Z KJ/PE/~
Proof. See Appendix A-A, at the end of this section. [

Lemma 6 reveals that tl}l§+{ninimum dis}jiﬂfe of the con-
stellation for the signal YP~ 2z hy1q1 +vP ™2 hiaqo is large
enough, compared to the interference g that is upper bounded
by a finite constant. Thus, one can easily show that ¢; and
g2 (equivalently, v;; and vy ; + u.) can be decoded from
yy (cf. (82)) by treating ¢g as noise, with vanishing error
probability when P is sufficiently large. At this point, it
can be concluded that for almost all realizations of channel
coefficients the error probability of estimating vq 1 from y; is

Pr[vl,l ;é 17171] — O7 as P — oo. (85)

In the second step, after estimating the signals v;; and

V2,1 + U, 1n the first layer, we remove them from y; and then



estimate signals in the second layer. Specifically, we seek to
estimate vq,o from the following observation

yi/ éyl — 6\/ﬁh11’U171 + 5\/?]112(1]271 + uc)

hi2h
=&V P1=2dc (hy1v1 9 +hig(vaoF i )+ 1}5 21
22

ug,p)+21

6"}/ 2(1—2d¢)/3+e€ _ _ h12h2 _
=—P 2 (hu(]1+hu(]2+ 1(]3) +21 (86)
2 has
for
2Qm: 2Qm:
ql é dex ’U172, (j2 é Qmax (U2’2 + ul,p)
9 = . B 1-2de
qs3 £ Qma U2,p, Qmax £ P 32

It holds true that 1,3 € Z N [~Qmax, Qmax] and ¢z €
Z N [—2Qmax, 2Qmax]. By following the analysis in the first

step (cf. (82)-(85)), one can show that the minimum distance
2(1—2d.)/3+e€

of the constellation for the signal <'P 2 (huq +
hi2Ga+ hl}f;f?l (jg) appeared in (86) is lower bounded by «” P¢"

for some ¢’ > 0 and positive constant «”, for almost all
realizations of channel coefficients. Thus, one can easily show
that ¢, g» and g3 can be decoded from y{ with vanishing
error probability when P is sufficiently large. At this point,
it can be concluded that for almost all realizations of channel
coefficients the error probability of estimating v; o from y; is

PI'[’ULQ 7é 17172} — O, as P — . (87)

With (85) and (87), it implies that for almost all realizations
of channel coefficients the error probability of estimating vq 1
and vy 2 from y; is

PI‘[{ULl 7’5 17171} U {1)1,2 7é @172}] — 0 as

This completes the proof of Lemma 1 for the case of £ = 1.
Due to the symmetry, Lemma 1 also holds true for the case
of k =2.

P — oo.

A. Proof of Lemma 6

To prove Lemma 6, we will use the Khintchine-Groshev
Theorem for Monomials’, that is stated below, as in [50].

Theorem 3 (Khintchine-Groshev Theorem for Monomials).
Let h = (hy,ho,---,hy) € RY, and p1,ps,--- ,py be
distinct monomials generated by h, for N < M. Then, for
any € > 0 and almost all h, there exists a positive constant k
such that

M
K
|;pi%" > W (88)

holds for all (q1,q2,--- ,qn) # 0 € ZM,

From the Khintchine-Groshev Theorem for Monomials, it
implies that for any small enough ¢ > 0, and for almost
all realizations of channel coefficients, there exists a positive

'A function f(h) is a monomial generated by h = (h1,ha, - ,hy) €
RN if this function can be written as f(h) = [[;\ hfi, for 5; € N,Vi €
[1:N].

constant x such that the minimum distance d,,;, defined in
(84) is bounded by

dete K
dmin >yP 7
=7 (4c2max)271+6

_ ’}/P dc2+s K

(4P%7 " )+e

— M pei—(de=e)/2)
4 x 4¢

— KJ/PEI

de—e

where Quax = P2
€2e(l—(d.—¢€)/2), K=

(89)

,and € and k' are defined as
Ry
4 x 4¢’

In this setting, ' is a finite constant and €' is positive, given
that d. € [0,1/2] and € > 0.

APPENDIX B
PROOF OF LEMMA 2

In this section we provide the proof of Lemma 2. The term
I(v1;y2|vz) in (18) can be treated as a rate penalty, which can
be bounded as

L(v1; yalv2)
<I(vi;y2,v1,1 + Ue, V12 + U2 p|v2) (90)
=I(v1;v11 + Ue, V1,2 + U2 p)

+ I(v1; y2|ve, v1,1 + U, V1,2 + Uz p) 91)

=I(vi;v11 + te, V12 + U2p)

=0
=I(v1;v11 + te, V1,2 + U2,p) (92)

=H(vi,1 + e, v1,2 + uzp) — H(vi1 + te, v12 + U2 plv1)

=H(v1,1 + ue) + H(vi,2 + u2p) — H(ue) — H(uz ) (93)
<log(d-P™=" +1)—log(2- P2 +1)
<1
Flog(4- PU5 = 1 1) “log(2- PUTES )
<1
%4)
<2 95)

where (90) uses the fact that adding information does not
decrease the mutual information; (91) and (93) follow from
the facts that the random variables vy 1, V1,2, V2, Uc, U1 p, U2 p
are mutually independent, and that {v ,, v .} can be recon-
structed from vy for k = 1,2. The step in (92) uses the fact
that both u; ;, and 2o are independent of the random variables
V1, V2, V1,1 + Uc and vq 2 + Uz . The step in (94) results from
the derivations that

H(uc) =log(2- P77 +1)
(1-2d¢)/3—c
H(ugp) =log(2- P~ 2 +1)
H(vi 1 + u.) <log(4- Pdc{ﬁ +1)
H(vio+ug,) <log(4-P 3 +1)



given that

¥ de—e
- = Pz
o Q )

V1,1, V2,1, Ue € QE =

la- ZdC) e
V2,2, V2,2, U1 p, U2 p € QE =

Q,Q—

(see (12) and (13)). The step in (95) follows from the identity
that log(1 + 2a) —log(1+a) < 1 for a > 0. At this point we
complete the proof of Lemma 2.

APPENDIX C
PROOF OF LEMMA 4

In this section we provide the proof of Lemma 4.

A. Proof of bounds (52) and (53)
The bound in (52) is proved as follows
h(ZY we) — h(sy [we)
=h(Z} |we) — h(Z]'[we) + h(zy
Tyt |we) — I(s5y; 27 [we)

— I(s31; 27 [we)

lw.) — h(31211|w0)

=I(z

<I(@1, s o7 |we) (96)

=z 2755, we)

=h(z7|s31, we) — h(Zy |27, 55y, we)
=h(z}")

—h (&[5, we) —

g log(2re) 97)

(98)

99)

where (96) uses the fact that adding information does not
decrease the mutual information; (97) follows from the deriva-
tion that h(Z}|z7, s5y,w.) = h(Z}|a}, by, w.) = h(Z}) =
5 log(2me); (98) and (99) hold true because conditioning
reduces differential entropy. At this point, the bound in (52) is
proved. Due to the symmetry, the bound in (53) can be proved
in a similar way.

B. Proof of bound (54)
The bound in (54) is proved as follows
h(yt, y;|i‘?, 3y, ’LUC)

:h({yl@ — h1@1(t) — hia@a(t) 1y,

{y2(t) = hasia(t) — hor @ (1) Y1y | 7Y, 25, wc)
< Zh Zl huzl( ) — hlgég(t))
+ Zh zo(t) — haaZa(t) — h2151(t)) (100)

:g log(2me(1 + |h11|? + |hi2]?))
+ 5 log(2me (1 + [haa? + |has )

where (100) uses the fact that conditioning reduces differential
entropy.

C. Proof of bounds (55) and (56)
For the bound in (55), the proof is given as

Zh yl |y1 awc)

h(yt'|we)

< Zh(yl(t)) (101)
t=1
gg log (27e(1+ Plhy1 >+ Plhis|?))  (102)

where (101) results from the fact that conditioning reduces
differential entropy; and (102) holds true because Gaussian
input maximizes the differential entropy.

For the bound in (56), it is proved as

h(yl ,xl,mg|y2,w1, wcvxl ) x2)
(103)

h(y{lﬂ ‘%?7 i’g|y;, w1y, wc)

=h(z1, 27, 23)
3
:7n log(2me).

where (103) follows from the fact that conditioning reduces
differential entropy. Now we complete the proof of Lemma 4.
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